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展，P2P 技术已经对互联网产生了深刻的影响。但由于 P2P 网络自身的分散性、
自治性、动态性和异构性等特点，使之面临很多安全问题，这些安全问题极大地
阻碍了 P2P 网络的发展。例如，P2P 系统在信任管理、负载均衡、分布式计算、
交互应用等方面都要求系统具有高效、安全的认证机制和数据传输机制。由于传
统的公钥基础设施（PKI）繁杂的证书管理，基于身份的公钥密码体制（ID-PKC）
所固有的密钥托管问题，PKI 和 ID-PKC 都不能有效地解决 P2P 网络的安全问题。
同时现有的关于安全认证的研究成果，必须经过重新开发才能应用于真实的 P2P
环境。研究成果应用之后往往由于性能的低下，又重新进行改进。基于此，本文
开展了 CL-PKC 在 P2P 网络中的应用研究，从全新的角度，为解决 P2P 网络安
全问题进行了一次积极地探索。 
本文系统地研究了 P2P 网络需求，以及基于 CL-PKC 的认证机理提出了基于
CL-PKC 的指定验证者签名方案，并且通过扩展 RealPeer 模拟器上实现了一个
P2P 安全性能测试平台，实现了基于 CL-PKC 技术的指定验证者的签名的认证机
制的 P2P 文件发布系统。主要做了如下的工作： 
1、研究了 P2P 网络中现有的认证方案和 P2P 网络现在的发展方向，针对目
前 P2P 中出现的认证性与隐私性之间的矛盾，本文基于 CL-PKC 技术提出了一
个域内指定验证者签名方案。 
2、详细分析了 RealPeer 模拟器构架、设计原理与工作流程，继而扩展了现

































With the rapid development of the instant message software, file sharing system, 
streaming media players, office coordination system and so on, P2P technology has 
already had a profound impact on the internet. However, its own characteristics of 
decentralization, autonomy, dynamicity and isomerism made it to face many security 
problems which have greatly impeded the development of the P2P networks. Because 
of the complicated certificates management in the traditional Public Key 
Infrastructure (PKI) and the inherent key escrow problem brought by Identity-based 
Cryptosystems (ID-PKC), the problem of security in P2P networks can not be soluted 
very well. At the same time the existing research on certification, must be 
re-developed in order to apply to the real P2P environment. It is often the low 
performance after applyed. To improve the performance, we must develop again.This 
research provides a positive exploration to solve the security problems in P2P 
networks. 
After systematically study the P2P network needs, as well as CL-PKC-based 
authentication mechanism, I is proposethe designated verifier signature scheme based 
on CL-PKC. I also extend RealPeer P2P simulator to achieve a security testing 
platform, and  realize PKI authentication mechanisms and authentication mechanism 
based on CL-PKC designated verifier signature in the P2P file publishing system, and 
completed the performance test. The specific tasks consist of the following:  
1、Of the P2P network, I study the the existing certification programs and the 
direction of the development of P2P networks. I design one designated verifier 
signatures within the same domain to solve the current P2P authentication and privacy 
of the contradiction between the technical paper presented on CL-PKC . 
2、We detailedly analysed design principles of RealPeer, and the protocol of the 
RealPeer development platform, then designed and realized a P2P system based on 
the RealPeer platform in the Java development environment, which provides a  
practice platform to solve the security problems in P2P networks.  
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P2P 并非一种全新的技术，其基本思路可以追溯到 1979 年的 USENET 和
1984 年的 FidoNet，它们都是分布式对等网络。 然而，早期由于受计算机性能、
资源等因素的限制，大多数普通用户没有能力提供网络服务，互联网基本上采用
的是以网站服务器为中心的 C(Client)/S(Server)架构。直到 1997 年以后，随着互
联网的逐渐普及和计算机性能的提升，使人们希望更全面地参与到信息交互中






1.1（1） 集中式 P2P 的结构 





























1.1（3） 混合式 P2P 的结构 
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